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#” What is TWAREN

kA physical network serves multiple purposes and logical
networks

. TANet, connects to commodity Internet
. TWAREN research network
. experiment, testbed, special research

B Provisioning services on multiple layers
. L1 lightpaths
. L2 VLAN
. L3IP

E has been successfully migrated from old backbone in Oct
2006

E Migration to All-optical DWDM backbone is scheduled in mid
2010

e



4 TWAREN Architecture
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¥ Goals of TWAREN

I TWAREN is part of “Challenge 2008”, a comprehensive six-
year national development plan formulated by the
government

I Build a highly reliable, stable and flexible R&E network for
academic and research community in TW

I Provide advanced network services to satisfy the needs of
academia field in TW.

I Increase the International and domestic collaboration

[ Future infrastructure drives today’s research agenda

]
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4 TWAREN Services

= Broadband Connection = MCU
Service " Proxy Server

= International Research = SourceForge
Network Transit (Internet2) ® File Download Center

= Measurement / Network " Consultation
Management "= Applications support

= Multimedia / Multicast

= Lightpath provisioning

= Virtual Private Network(VPN)
= Native IPv6 Service

= Internet access

]



?” TWAREN Achivements

E High reliability & availability
(99.9% - 99.99%)

® fault tolerance
@ automatic protection if possible
@® automatic failure detection and locating

E Better performance: minimum number of routers between
GigaPoPs

E Flexible: can be easily and quickly to set up a logical network
per user's request

F People skills: Optical network OAM

R



Optical Backbone
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Interconnecting with L2/L3 devices
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¥ Protection Mechanism

E Circuit break:

2 levels of protection

@® By carriers: SDH protected
® By architecture:

e Link b/w core nodes: VLAN are reconfigured with
rapid spanning-tree protocol. (5s)

e Link b/w GigaPOP and core node: the backup
SNCP lightpaths are configured for automatic fail-
over. (50ms)

N



¥ Protection Mechanism

F Equipment protection

® Core node failure. Manually configure emergency

lightpaths to re-route traffic from affected GigaPoPs to
another core node. Emergency lightpaths need to be
designed and documented.

® GigaPoP failure. Spare line cards

e



Normal Traffic Flows
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In case of circuit break...
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7 In case of core node failure...
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¥ TWAREN NOC

I NOC (Network Operation Center)

I Ilsoc'?ted at NCHC southern business unit in Tainan Science
ar

i Goals: To ensure the 7x24 network operation

I Major works:

Providing 7x24 network maintenance and operation
Enhance the security capacity

o Provide network service
® Peering
® Light path provision
o Network architecture design

TWAREN NOC
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TWAREN Research VPN
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?” VPN Services

i Multipoint-to-Multipoint Layer2 VPN

® Multiple VPNs over single architecture

® Cross-area campuses and offices can be
connected within single administrative
domain

® Provide dynamic creation of VPNs for National-
wide integrated projects

2 lnamamaaad QL V\I/ISAL A
I USer-pased ooL VPN Access
® Access to different VPN according to
login name and password authentication

® Researchers and Professors could

access their own research resources from
home or outsite



VPLS Architecture
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User-Based SSL VPN Access
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DWDM/ROADM All-

Optical Design for
Next-Generation

TWAREN
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? Design Concept

i Migrate four core nodes to ROADM in the
first stage

®scheduled in the mid 2010

E Circuits and ROADM devices in a single bid
®Divided into two parts for two carriers
® Challenges for ROADM interconnection

R ——



Carrier 1 Carrier 2
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?”  Control Plane and Data Plane

¥ Control plane chooses and reserves a
deterministic, bandwidth-guaranteed path for a
given connection request.

®routing + signaling

® messages are passed through "control
channel" over physical topology

e Data plane is separated from control plane in
order to speed up forwarding.

®network is now viewed as a collection of
"lightpaths”

® Virtual topology is depicted by connecting
lightpaths and routers in between

R e——
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TWAREN Optical Labs




#  Lab Network Topology

MSTP/MSPP A
(2 shelves)

GE
STM-64
== Dark fiber

MSTP/MSPP B MSTP/MSPP C
(1 shelf) (1 shelf)



? SDH Topology
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7 IP Topology
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7 TWAREN LightPath Control System

r A web-based control and resource
management system

e Platform : Linux

k Tools : PHP+ Shell script+TL1
Toolkit

E Test environment : TWAREN
optical network lab

R ——



# Steps to Create a LightPath

211792127 211.79.21.25 211.79.21.28

- 4 A A
. .
ML1000 -2 Link1 Link2 ML1000 -2

2-1 B 131 51 A 131 51 C 41
(1) Qc192X
slot

OC192LR (O} OC1IR2XFP OC192XFP ()

e EEE—
+———— DataBase

1.  Use TL1-toolkit to query real-time status
2. Check if path is supported

3. Check if bandwidth is supported

4

Extehcute the SPF algorism to find the best
pa

. Setup the connection between devices
6. Synchronize the database _ /

&)



? Resource Management Architecture
=,

TL1-Command
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? Lightpath Restoration

211.79.63.109
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¥ Lab Network Topology
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' Hybrid IP/Opitcal Networks

# Hybrid networks contain Layer3 IP /
Layer2 Switching networks with
underlying optical infrastructure as its

backbone.

B Optical infrastructure may consist of
DWDM/ROADM wavelength-division
technology and SONET/SDH time-

division technology.

et}



Alarm Management in Hybrid
Networks

e If any disruption occurs in lower layer, it will
cause upper layer alarms.

B Tens of alarms will show up in burst, which
confuse network operators and engineers.

® Fault location identification is possible with
proper alarm analysis/correlation

R ——!



# Correlation Diagram

Top
Layer

\/

Bottom
Layer
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/ N\
/ h 4 \
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Layerl

Layer2
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#  Alarm Correlation Algorithm

Categorize Alarms by Layer

Staring from process next layer
top-most layer

possible alarm x
for correlation
exists?

bottom-most
layer reached?

alarm y
exists following the
correlation path of
x?

process alarm y
by set x=y

mark alarm x

as correlated
i




# Alarm Correlation Diagram
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¥ Results

e /5%, 87%, and 91% alarms are correlated

In avera%e when network disruption in IP
Layer, SDH Layer, and DWDM layer
respectively.

reduction ratio

100.00% - reduction
95.00% - ratio
90.00%

85.00%

80.00% -
75.00% -

70.00% - 1 -
IP IP+ IP+
SDH SDH+
DWDM
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? Cross-Campus WLAN Roaming

« Taiwan: 104 schools and institutions
participated.

oInternational: eduroam (Education Roaming)

eduroam Europe: UK, France, Netherland,
and more

eduroam APAN: Taiwan, Japan, Australia,
China and Hong Kong

http://wlanrc.nchc.org.tw




Roaming Platform Participants

1) National Taiwan University 26) Tamkang University

2) National Cheng-chi University 27) Feng Chia University

3) National Chiao-Tung University 28)  I-Shou University

4) National Tsing-Hua University 29) Soochou University

5) National Central University EE) HUHIEng Ins_titUte_ oilechnclogy
31)  Vanung University

6) National Cheng-Kung University . .

7) National Chi-N versity

8)

9)

10)

11)

12)

13) ity

14) hnology

15)

16) cience and Technology

17) National University of Tainan . .

18) National University of Kaohsiung jg) ;ISOV\:ﬁnUIrr]liitelt;tif of [feghnology

19) National llan University 47; Tatux:lg Universitz

20) National Taitung University 48) Mingdao University

21) National Taiwan University of Science and Technology 49)  St. John’s University

22) National Yunlin University of Science and Technology 50)  Yuanpei Institute of Science and Technology

23) National Kaohsiung First University of Science and Technology




? Project Brief

r Objectives

Provide the WLAN roaming environment in campus.
Promote WLAN applications.
Cross-Campus WLAN Roaming Security Enhancement

B Tasks

Construct the roaming platform and the operation and maintenance
manual.

Build the Web-based and 802.1x Authentication environments to test the
roaming platform.

Promote and provide the technical support to build the WLAN roaming
environment.

Evaluate campuses’ WLAN environment and support them to join the
WLAN roaming platform.

Construct the web site to provide WLAN cross-campus roaming
information and service consultation.

International WLAN Roaming Cooperation

et



?” Services

B Current Services

® Mobile users can use their own accounts and
passwords to pass through the authentication
mechanism in other campuses through the
WLAN Roaming Center.

e Future Services

® Establish a standard cross-campus
authentication architecture

o Tele-courses
» VolP/Viedo Phone Applications

R ——



WLAN Roaming Architecture

Campus A

Roaming Server |

Authentication  Authentication

WLAN Gateway
(tr )

userA@realmA




rver — Software

Y ‘r\ih!te\itltﬂ lr\i
4 ~
RADIUS Server VPN TUNNEL (- )

i (i) Gy Roaming Center
= _ / (NCHC)
B /
SR _\ # The “FreeRADIUS” implements the
Firewall RADIUS protocol and uses the
g Y RADIUS-Proxy to communication
( OpenVPND ) with Roaming Center.
} \ # The “Firewall” controls the access

_ right to Roaming Server.
RADIUS Server with Proxy The “OpenVPND” builds the secure

(FreeRadius, SNMP enabled ) tunnel between Roaming Server and
\_ J/ Roaming Center.

; Roammg Server I Roaming Center uses the “SNMP”
&LII’]UX Red Hat/Fedo@ to monitor the status of Roaming

Server. J




f Current Authentication in Taiwan’s Campus WLAN

B Web-based UAM (Universal Access Method)- 92%
® PRO
® Easy implementation/ Easy installation
® Supporting multiple OS. UNIX ~ LDAP ~ SQL Server ...etc
® CON
® Phishing is possible.
B 802.1x EAP (Extensible Authentication Protocol)- 5%
® PRO
® Standardized Authentication with many option
® Better security level

® If EAP-TTLS is used, multiple account authentication
systems can be supported

® CON
® Access Point and client need to support 802.1x
® Higher installation cost

B Others- 3%

® MAC address
® Open



International WLAN Roaming

B collaboration with the eduroam project for international WLAN
roaming services.

B Authentication mechanism : 802.1x EAP-TTLS
B Eduroam project website :

__ Eduroam Al Eduroam
B ¥, T - - - _!?:‘I"V ) .
e A f AN Europe
: ¥ Sla-PacCItiC| s, 7oA
F —4-"";‘“:‘ £ / - &,
e -Eic.-.: o y
“Polyu
e
.
+ iy
.i
e .lﬂi Malta
4 s,
= )
o iy _all
= Z Countris that have jo ASIA MA
i ountries in the process of joining
| Countries that have joined == >EUROPE MAP S

|| Countries in the process of jaining
[ Asian Root




eduroam
International

Roaming

400+
hotspots

Europe WLAN Roaming
Services

eduroam Europe &
nternational roaming Center

‘International WLAN Roaming Map

Cross Campus WLAN
Roaming Services

WISP Rﬁami/n\g Integration

iy

Ntk L B4 M
Cross Campus  WLAN
Roaming Services

eduroam-TW Roaming
Center

i

+

= !l‘ LR
A T o R i ] =R
L ."'-.‘:_51.. L 4 = ,.#' A led

Australia WLAN
Roaming Services

eduroam APAN Root
Roaming Center -/

Taiwan

Cross-Campus
WLAN Roaming

100+
hotspots

/ Internet2, U.S.A \

Ameriacan WLAN
Roaming Services

Coming soon




7 WLAN Roaming and WIMAX Integration

I To co-operate with WIMAX service

providers, we try to integrate them with
WLAN Roaming service

B Campus users can sign-in WIMAX service
with their own account

®no extra connection fee
® Stimulate the active users of WiMAX
Service

N



NAP Sharing Architecture
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4 Roaming Architecture

WlMAX Carrier C _ o= >
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f Authentication and Data Flows

WiMAX Carrier 2

g Roaming Center
Lt ittt AAA Sewer

— i ——— — — — —— — — —— — —— "

_____________________ P
—————— st "E WAREN
Core Router u Ba Ckb one
Authentication Flow < J

- Data Flow

Campus A
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r TWAREN Network Overview

F Development and Research
Technologies

e TAIWANLIght and International
Collaborations
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f TWAREN’s International Connections

= Pacific Crossing to USA’s west coast upgraded to 5 Gb/s
= Connections between LA, Palo Alto, Chicago, and New York are 2.5 Gb/s
= Connects to the rest of the world via the U.S.’s Abilene Network

=Connection expanded to Europe in 2006 (IEEAF donated 622 Mbps of
bandWldthIflbel" OptiC cable) .......................................................

STARLight oAmsterdam

;- , | “Noczeoh
G 4 222N CESNET
DR : ManLAN R
' 2 BN ew vork o
[ Telehouse -
1 r:G /
//
- —_— . £ ONs device

4 o Rouier
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" TWAREN'’s International Peerings

= TWAREN made peerings with international NRENs at Los Angeles,
Chicago, New York and Seattle (through Pacific Wave).

GEMNet2P) JGN2 6TAP KREONet2 an)

(US)

we 02 KAREN ESNet STARTAPws)
Pacific Wave DREN GLORIAD
CAN t4 (US) (America-Europe-Asla)
(CA) e N LR M REN (US)
lUS)
STARLI h1 Us)
Sunnyvale /
&mﬂwgq v
= ' - 2.5G6 GEANT(Eumpe}
S/ =56 / / SURFnet
TWGate Abilene NYSERNet
CESNET s e ¢ USLHCNet
(CZ) HN\\ {US-Europe)
®u AARNet~” 'S\ CENIC us; :

UltraLight

TWGate/ / \ Los Nettos ys, (US-Europe) 3 N dovioe
wr SINET3 CUDI unxy et Router /



= TWAREN's direct peering covers most area in America, Asia,
Australia and New Zealand, and will soon be expanded to Europe.

Eurupe

AREN

Africa Singapore

v ‘.I;slew Zealand
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TWAREN/T oht and GLIF

B TWAREN is a member of GLIF (Global Lambda
Integrated Facility)

E T ght is an official optical exchange -
GOLE (GLIF Open Lightpath Exchange)

GOLEs and Lambdas

AMPATH - Miami
CERM - Geneva

Zzechlight - Prague
HEQEP - Hong Kong

|
|
|
|
B kRLight - Dagjoen

BN MAN LAN - New York

4 Moscowlight - Moscow
B Metherlight - Arnsterdam
B MNGI¥-East - Washington DC
|
|

Morthernlight - Copenhagen
Pacific Wave (Los Angeles) - Los

angeles
PacificWave (Seattle) - Seattle

PacificWave (Sunnyvale) - Sunnywvale

|
|
B Southernlight - S30 Paulo
B =Starlight - Chicago

B T-LEx - Tokyo

II TaiwanLight - Taipei I

B LkLight - London




f TWAREN-CESNET connection

E A direct lightpath that connects TW and CZ is provisioned through
Pacific and Atlantic oceans in 2008/2.

® Joint work among TWAREN, CA*net, MANLAN, NetherLight and CESNET

E |Pv6 and Multicast are enabled and several video streams are
exchanged between TWAREN and CESNET.

B Further collaborations on live medical streaming and HPC
computing are going on.

] =< r{e.-r.
2R i, S5
[ S, o - o, e —
" £/ Y f‘( [ = e sy
FT7 ] Ve TW-CZ Lightpath SN o
74 £ . > g
NG - Single hop ez
Ehey \.‘.:%"-— h i B oy i."::""l-
\ | RTT - 310ms i

Bandwidth - 576Mbps :
AR CESNET




TWAREN-CESNET Optical Topology

Taiwan US.A Europe
Amsterdam
applications
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7 Live Medical Streaming 1

High-quality video streaming of live surgery with CESNet:

® 2007/10: Ophthalmology surgery (NCKU College of Medicine in Taiwan and
Central Military Hospital in Czech).

Ophthalmology Surgery
De ""; stratlon and Consult: %

= Intemational High Speed Netw «




’ Live Medical Streaming 2

«2008/9: Demo of gastrointestinal endoscopy in CESNETO08 conference (8 S|tes In
Japan, Taiwan, Italy, Spain and Czech).

/WMWWMMJ’!
CESNET 08
CMH Pragoe#y-MHUL Usti
G2
: “k UH l:':umn
HC Barcelona
TEINZ

Global multipoint DVTS videoconference

8 sites in 5 countries

Tu Asia: From Asia:
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September 25th 2008,
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OptiPuter Participation

B NCHC is an OptlPuter participant

® An experimental lighpath is connected to OptlPuter for testing
performance and video transmission.

B NCHC Taichung site serves as “OptlPuter-ready” video
streal}nlng and education center (PRAGMA), grand opening In
2009/03.

® We demonstrated in SC conferences.

B OptlPlanet Collaboratory with Calit2, UCSD




" TWAREN-OptIPuter Optical Topology
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¥ HPDMnet Demos

E \We participate the HPDMnet project and provide
demaos.

OGLIF
®SC09

B HPDMnet Is a collaboration platform providing
dynamically provisioned network resources and high-
quality digital contents.

R



HPDMnet

High Performance Digital Media Network
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NCHC-HPDMnet Architecture

NCHC, TW
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¥ HPDMnet Demos

B Live streams sending from Taiwan to the venue




a0

Thank You !

For more information, please see :

www.twaren.net
- 2009 -
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